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Procedure CNPD

Cross-border cases

1

2

Procedure before the regular courts3
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Procedure before CNPD - phases1

complaint

breach notification

own initiative
(each CNPD member) 
 remediation
 thematic / sector
 action plan 

CNPD decision to
open investigation
(+ appointment chief 

investigator)

Decision CNPD
(without chief investigator)

Appeal
Tribunal administratif / 

Cour administrative

(on-site        ) audit on file 
info request

EU cooperation

data protection audit

contradictory
procedure*
(incl. hearing)

*= not foreseen in GDPR (Act) but in general rules
on administrative procedures in Luxembourg

no suspension

statement of 
objections* 
= audit report ?

- Fines (> 4% annual turnover group wide?)
- corrective measures (compliance order, warning, suspension of processing …) 

ADR
commitments,  

recommendations
without formal

decision?

Investigation
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access to file* 
GDPR Act: obligation to adopt a decision?

no specific triggering 
element is required
= dangerous
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CNPD must adopt rules on rights of defense but several investigations are 
already on-going ! – general administrative law fills the procedural gaps !

Criminal sanctions for obstruction to CNPD’s exercise of its missions 
↔ prohibition of self-incrimination ?

Wide powers under GDPR but GDPR also requires national procedures 
(e.g. access to premises, Lux: no judicial warrant ?!)

Procedure with some features of competition law enforcement (on-site 
investigation) and CSSF (planned audits) 

Procedure before CNPD – key features1
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Procedure CNPD

Cross-border cases2

1

Procedure before the regular courts3
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decides on :
- local case
- If no main establishment in EU can

be defined – CNIL in Google !other 
concerned 
authority

(ies)

lead authority
(of main 

establishment) 

info +
decision in 3 weeks

Cross-border cases: more than “one stop”2

cross border case investigation

possible joint operations 
or mutual assistance

draft decision

objections within 4 weeks

no objections 
within 4 weeks

final decision

1 month
+ 1 month for complex cases
+ 2 weeks if no 2/3 majority

refusal 
objection

EDP Board

no objections 
within 2 weeks

Informs local complainant or 
issues decision if complaint is rejected

notification to 
controller / processor

objections 
within 2 weeks

revised 
draft decision



8

Procedure CNPD

Cross-border cases

1

Procedure before the regular courts

2

3



9

cessation + 
damages !

avoidance of complicated 
coherence mechanism

procedure may be more rapid

fast track “like in summary” 
proceedings for :
- privacy policies that qualify as 

abusive clauses or
- practices that qualify as unfair 

commercial practices

class actions ?
but less investigative 
powers / no fines

Procedures before the regular courts3

Data subjects do not have to seize the authority but can also bring an action before
the competent courts  (controller/processor’s country of  or the data subjects habitual residence)

- TGI Paris, 9.4.2019 Facebook (430 illegal clauses)
- TGI Paris, 7.8.2018 Twitter (265 illegal clauses)
- TGI Paris, 12.2.2019 Google (38 illegal clauses)
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Questions? 
At your disposal!



A brief presentation of our firm

NautaDutilh

The Netherlands

Beethovenstraat 400
1082 PR Amsterdam
T +31 20 717 10 00
F +31 20 717 11 11

Weena 800
3014 DA Rotterdam
T +31 10 224 00 00
F +31 10 414 84 44

Belgium

Chaussée de la Hulpe 120
B-1000 Brussels
T +32 2 566 80 00
F +32 2 566 80 01

Luxembourg

2, rue Jean Bertholet
L-1233 Luxembourg
T +352 26 12 291
F +352 26 68 43 31

United Kingdom
(rep. office)

2 Copthall Avenue
London EC2R 7DA
T +44 20 7786 9100
F +44 20 7588 6888

United States of America
(rep. office)

One Rockefeller Plaza
NY 10020 New York
T +1 212 218 2990
F +1 212 218 2999

Office locationsFirm profile

Number of partners, associates and other legal staff.

• An international law firm practising Dutch, Belgian, 
Luxembourg and Dutch Caribbean law,
founded in 1724.

• One of the largest law firms in the Benelux region:
o 388 lawyers including 72 partners,

including 14 female partners.
o 10 of our lawyers are also university professors.

• Spread across 6 offices and 5 country desks: 
Offices in Amsterdam, Brussels, London, 
Luxembourg, New York and Rotterdam.

• Our country desks focus on: 
Germany, France, India, China and Japan.
We also monitor growth markets such as Brazil, 
Mexico, Indonesia, South Korea and Turkey.

• An independent firm with non-exclusive relations 
with the top law firms in more than 80 countries.
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